Introduction to Network Security

Security is the state of being free from danger or threat. In other words, Security is
the ability of a system to protect information or data and system resources with
respect to confidentiality and integrity.

Network Security generally refers to action taken by an enterprise or organization
to protect and secure its computer network and data. The main aim is to ensure the
confidentiality and accessibility of the network and data.

The network security model depicts how the security service has been
implemented over the network to prevent the opponent from causing a threat to the
authenticity or confidentiality of the data that is being communicated through the
network.

In simple words, it is a set of rules and regulations designed for protecting and
securing the integrity, confidentiality, and accessibility of data and computer
networks.

The need for security:

1. Protection of Sensitive Data: Networks often transmit and store sensitive
information, including personal data, financial information, and intellectual
property. Network security ensures this data is protected from unauthorized
access and breaches.

2. Prevention of Cyber Attacks: Cyber threats such as malware, phishing, and
denial-of-service (DoS) attacks can disrupt operations, steal data, and cause
significant damage. Network security measures help prevent these attacks
and mitigate their impact.

3. Maintaining Business Continuity: Network security helps ensure that
critical business operations can continue in the event of a disaster, such as a
cyber-attack or natural disaster. Without proper security measures in place,
an organization’s data and systems could be compromised, leading to
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significant downtime and lost revenue. Effective network security helps
maintain uninterrupted services.

4. Compliance with Regulations: Many industries are subject to regulations
that mandate specific security measures to protect data and network
integrity. Compliance with these regulations requires robust network
security practices.

5. Safeguarding Customer Trust: Customers expect organizations to keep
their data safe and secure. Breaches or data leaks can erode customer trust,
leading to a loss of business and damage to the organization’s reputation.

6. Protection Against Internal Threats: Insider threats, whether intentional or
accidental, can compromise network security. Measures such as access
controls and monitoring can help protect against these internal risks.

7. Supporting Remote Work: With the rise of remote work, securing remote
connections to the corporate network is crucial. Network security ensures
that employees can work securely from any location without exposing the
network to vulnerabilities.

8. Preventing Financial Loss: Cyber attacks can lead to significant financial
losses due to theft, ransom payments, legal fees, and remediation costs.
Effective network security helps prevent these financial impacts.

9. Protecting Critical Infrastructure: Many critical infrastructures, such as
healthcare, energy, and transportation systems, rely on secure networks.
Network security is vital to protect these essential services from disruptions
and attacks.
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Principles of security:

It is important to understand Security principles in order to manage the information
security of any system. Security principles are the building blocks to identify the
type of attack and solution for that.

These are the set of standards that are designed to minimize the vulnerability of
systems and services to attackers who may obtain unauthorized access to sensitive
data and misuse it.

The Principles of Security can be classified as follows:

1. Confidentiality:

Confidentiality refers to the degree of secrecy in the information shared between
the sender and receiver.

The principle specifies that only the sender and receiver will be able to access the
information shared between them. Confidentiality compromises if an
unauthorized person is able to access a message.

For example: let us consider sender A wants to share some confidential
information with receiver B and the information gets intercepted by the attacker
C. Now the confidential information is in the hands of an intruder C, then it is
called an interception. Interception causes loss of message confidentiality.

2. Authentication:
Authentication is the mechanism to identify the user or system or the
entity. It ensures the identity of the person trying to access the information.
The authentication is mostly secured by using username and password. The
authorized person whose identity is preregistered can prove his/her identity
and can access the sensitive information.

For example: suppose user A sends a message to user B, however, the trouble is
that user A posed as user C while sending a message to user B. How would user B
know that message comes from A, not C. This leads to the fabrication attack.
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3. Integrity:
Integrity gives the assurance that the information received is exact and
accurate. If the content of the message is changed after the sender sends it
but before reaching the intended receiver, then it is said that the integrity of
the message is lost.

For example: suppose user A sends a message to User B, and attacker C somehow
gets access to this message during transmission and changes the content of the
message and then sends it to user B. User B and User A does not have any
knowledge that the content of the message was changed after user A send it to B.
This leads to a modification. Modification causes loss of message integrity.

4. Non-repudiation

Non-repudiation principle of security does not allow the sender of a message to
refuse the claim of not sending that message. There are some situations where the
user sends a message and later on refuses that he/she had sent that message.

For example: user A sends requests to the bank for fund transfer over the internet.
After the bank performs fund transfer based on user A request, User A cannot
claim that he/she never sent the fund transfer request to the bank. This principle of
security defeats such possibilities of denying something after having done it.

5. Access control
Access control principles of security determine who should be able to access what.

The principle of access control is determined by role management and rule
management. Role management determines who should access the data while
rule management determines up to what extent one can access the data. The
information displayed is dependent on the person who is accessing it.

For example: we can specify that user X can view the database record but cannot
update them, but user Y can access both, can view record, and can update them.
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6. Availability:

The principle of availability states that the resources will be available to authorize
party at all times.

The principle of availability states that the resources will be available to authorize
party at all times. Information will not be useful if it is not available to be
accessed. Systems should have sufficient availability of information to satisfy the
user request.

Types of attacks:

In network security, attacks refer to any attempt by malicious entities to
compromise the confidentiality, integrity, or availability of network resources or
data.

Active attacks:

Active attacks are a type of cybersecurity attack in which an attacker attempts to
alter, destroy, or disrupt the normal operation of a system or network. Active
attacks involve the attacker taking direct action against the target system or
network, and can be more dangerous than passive attacks, which involve simply
monitoring or eavesdropping on a system or network.

Types of active attacks are as follows:
1. Masquerade
2. Modification of messages
3. Repudiation
4. Replay
5. Denial of Service
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1. Masquerade:
Masquerade is a type of cybersecurity attack in which an attacker pretends to be
someone else in order to gain access to systems or data.

This can involve impersonating a legitimate user or system to gain unauthorized
access to resources or information. For example, an attacker might use stolen
credentials to impersonate a trusted user.

2. Modification of Messages:

This attack involves altering the contents of a message in transit between parties.
The goal might be to change the message's data to mislead or deceive the recipient.
For example, an attacker could modify a financial transaction to divert funds to
their own account.

3. Repudiation:
Repudiation attacks are a type of cybersecurity attack in which an attacker
attempts to deny or repudiate actions that they have taken, such as making a
transaction or sending a message. These attacks can be a serious problem because
they can make it difficult to track down the source of the attack or determine who
Is responsible for a particular action.

4. Replay:

In a replay attack, the attacker captures a valid data transmission and then
retransmits it to trick the recipient into accepting it again. This could involve
reusing a previously captured authentication token to gain unauthorized access or
repeat a transaction.

5. Denial of Service:
Denial of Service (DoS) is a type of cybersecurity attack that is designed to make
a system or network unavailable to its intended users by overwhelming it with
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traffic or requests. In a DoS attack, an attacker floods a target system or network
with traffic or requests in order to consume its resources, such as bandwidth,
CPU cycles, or memory, and prevent legitimate users from accessing it.

Passive Attacks

Passive attacks involve the attacker monitoring or eavesdropping on
communications or data without altering it. The goal is typically to gather
information or intelligence rather than cause immediate harm.

Passive Attacks are in the nature of eavesdropping on or monitoring transmission.
The goal of the opponent is to obtain information that is being transmitted.

Common types of passive attacks include:

1. Eavesdropping: The attacker intercepts and listens to network traffic to
gather sensitive information such as usernames, passwords, or confidential
communications.

2. Packet Sniffing: The attacker uses tools to capture and analyze network
packets traveling through the network. This can reveal sensitive information
if the data is not encrypted.

Plain text and Cipher text:

Plain text: Plain text refers to the original, readable text or data that is not
encrypted. This is the information in its natural form, understandable by humans or
systems without any decryption needed. Another name for plain text is clear text.
For example, a simple message like "Hello, World!" is plaintext.
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Applications of plain text:

1. Plain text is used in writing documents, such as articles, reports, and essays, as
it is easy to read and understand and does not include any formatting or
multimedia elements that can be distracting.

2. Plain text is used in email communication as one of the formats for sending
and receiving messages. The messages are not formatted and do not include
multimedia elements.

3. Plain text is used in command-line interfaces, which are text-based interfaces
used to interact with computers. The plain text allows for easy readability and
input of commands by humans.

Advantages of plain text:

« Asthey are so easy to work with, they can all be stored in the same folder.
o They are small in terms of memory size.

. [Easy to open on different platforms.

« Itis easy for windows to search through it.

. Easily understandable by humans.

Disadvantages of plain text:

« No standard way to specify the data format.
« The text is too simple.

« Lack of data integrity measures.

« Leads to the repetition of values.

Cipher text: Cipher text is the result of encryption performed on plaintext
using an algorithm and a key. Cipher text is not readable or understandable without
decryption. It appears as a random sequence of characters and is meant to protect
the original information from unauthorized access. For example, the encrypted
form of "Hello, World!" might look something like "9f34k82jf2319af".

The process of converting plaintext into cipher text is called encryption, while the
reverse process, converting cipher text back to plaintext, is called decryption.

Applications of cipher text:

1) Passwords are often hashed and then encrypted to protect them from being
stolen and used maliciously.
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2) Sensitive data stored in databases can be encrypted to prevent unauthorized
access.

Advantages of cipher text:

1) Protects data from unauthorized access.
2) Keeps data useless to attackers if breached.
3) Ensures data hasn't been altered.

Disadvantages of cipher text:
1) Difficult to manage keys securely.

2) Keys in wrong hands can decrypt data.
3) Requires specialized knowledge.
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Difference between Plain Text and Cipher Text:

Category Plain Text Cipher Text
Definition _Or!glnal readable data Encrypted form of data, not easily
In its natural form. readable.
It can be understood Requires decryption to be
Accessibility and used without ; yp

decryption.

understood.

Representation

Represents the actual

content of the message.

Represents an encrypted version
of the message

Prone to unauthorized

Offers greater security against

Security access and disclosure. breaches.
Windows stores passwords in
L A browser, word . :
Applications . cipher text such as autologin
processor, or email
username and password.
Input to encryption; .
. P yption; Output of encryption; input for
Conversion output from .
: decryption.
decryption.
Easily read and Secure transmission and storage
Purpose

understood by humans.

of data.
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What Is Steganography?

A steganography technique involves hiding sensitive information within an
ordinary, non-secret file or message, so that it will not be detected. The sensitive
information will then be extracted from the ordinary file or message at its
destination, thus avoiding detection.

The primary goal is to conceal the existence of the message rather than its content.

The hidden information can be in the form of text, images, audio, or other types of
media files.

Common techniques include:

1. Least Significant Bit (LSB) Insertion: Modifying the least significant bits
of the pixels in an image file to embed data.

2. Frequency Domain Techniques: Altering frequency components in a
digital signal, such as an image or audio file, to hide information.

3. Spread Spectrum: Distributing the hidden data across a wider range of
frequencies or bits to make detection more difficult.

4. Masking and Filtering: Using digital watermarking techniques that
manipulate data in a way that is not easily detectable.

Different Types of Steganography

1. Image Steganography: Hides data within image files using techniques like
Least Significant Bit (LSB) modification.

2. Audio Steganography: Embeds data in audio files, often by altering the
least significant bits of audio samples.

3. Text Steganography: Conceals information within text through patterns or
subtle alterations.

4. Video Steganography: Embeds data within video files, modifying frames or
pixel values.

5. Network Steganography: Hides data within network traffic by altering
packet fields or timings.
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Key size and key range:

In cryptography, key size and key range are fundamental concepts that relate to
the security and functionality of encryption algorithms. Here’s a detailed
explanation of each:

Key Size

Key size refers to the length of the key used in an encryption algorithm, typically
measured in bits. The key size is a critical factor in determining the strength and
security of the encryption.

. Bit Length: The key size is specified in bits. For example, a 128-bit key is
128 bits long. The bit length directly impacts the number of possible key
combinations and thus the difficulty of a brute-force attack, where an
attacker tries all possible keys to decrypt the data.

. Security Implications: Larger key sizes generally provide stronger security
because they increase the number of possible keys exponentially. For
example:

o A 128-bit key offers 2128 possible combinations.
o A 256-bit key offers 225 possible combinations.

As key size increases, the time and computational resources required for a
brute-force attack grow significantly. However, larger keys also require
more processing power and can impact performance.

« Common Key Sizes:
o AES (Advanced Encryption Standard): Commonly uses 128-bit,
192-bit, and 256-bit keys.
o RSA (Rivest-Shamir-Adleman): Typically uses key sizes of 1024-
bit, 2048-bit, or 4096-bit.

Key Range

Key range refers to the range of possible values that a key can take based on its
size. It defines the spectrum of all possible keys that can be used in the encryption
algorithm.

. Mathematical Range: For a key of size n bits, the key range is from 0 to
2"-1. This is because each bit in the key can be either 0 or 1, leading to 2"
possible combinations.
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. Example:
o For a 128-bit key, the key range is from 0 to 2128 -1, which equals 0 to
3.402823669x10%
o For a 256-bit key, the key range is from 0 to 22°-1, which equals 0 to
1.157920892x107"
« Importance: The size of the key range determines the number of possible
keys. A larger key range means more potential keys, increasing security
because it becomes more challenging for an attacker to test all possible keys.

Playfair cryptographic technique:

The scheme was invented in 1854 by Charles Wheatstone but was named after
Lord Playfair (friend of Wheatstone) who made it popular. In this technique, we
encrypt a pair of alphabets instead of a single alphabet.

It was used for tactical purposes by British forces in World War | and for the
same purpose by the Australians during World War 11. This was because Playfair
Is reasonably fast to use and requires no special equipment.

It was used to send important information but not critical.

The Playfair Encryption Algorithm:
The Algorithm consists of 2 steps:

1. Generate the key Square(5x5):

.The key square is a 5x5 grid of alphabets that acts as the key for
encrypting the plaintext. Each of the 25 alphabets must be unique and
one letter of the alphabet (usually J) is omitted from the table (as the
table can hold only 25 alphabets). If the plaintext contains J, then it is
replaced by I.

« The initial alphabets in the key square are the unique alphabets of the

key in the order in which they appear followed by the remaining letters
of the alphabet in order.
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2. Algorithm to encrypt the plain text: The plaintext is split into pairs of
two letters (digraphs). If there is an odd number of letters, a Z is added to
the last letter.

3. For example:

PlainText: "instruments"

After Split: 'in' 'st' 'ru' 'me' 'nt' 'sz'

1. Pair cannot be made with same letter. Break the letter in single and add a
bogus letter to the previous letter.

Plain Text: “hello”

After Split: ‘he’ ‘Ix’ ‘10’

Here ‘X’ is the bogus letter.

2. If the letter is standing alone in the process of pairing, then add an extra
bogus letter with the alone letter

Plain Text: “helloe”

AfterSplit: ‘he’ ‘IX’ ‘lo’ ‘ez’

Here ‘2’ is the bogus letter.

Rules for Encryption:

« If both the letters are in the same column: Take the letter below each
one (going back to the top if at the bottom).
For example:

Diagraph: "me
Encrypted Text: cl

Encryption:
m->c
e ->1
O N A R
H Y B D
F G I K
P Q S T
U Vv W | X Z
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« If both the letters are in the same row: Take the letter to the right of
each one (going back to the leftmost if at the rightmost position).
For example:

Diagraph: "st"
Encrypted Text: tl

Encryption:
s -> t
t ->1

M
C
E

OI<|Z
o
O

o|Tm|T|O

Q
U \" W (X L

« If neither of the above rules is true: Form a rectangle with the two
letters and take the letters on the horizontal opposite corner of the
rectangle.

For example:

Diagraph: "nt"

Encrypted Text: rq

Encryption:
n->r
t -> ¢

M

—({m| O
<|TO[M|IT|O
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For example:
Plain Text

"instrumentsz"

gatlmzclrqtx

Encrypted Text
Encryption

-> g
-> a

1
n

TNE -

-> t
-> 1
->m

-> z
-> 1

->r
_>q
>t
-> X

-> C

S
t
r
u
m
e
n
t
S
z
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